C2 XXX

Zumpyx

2026-04-18

MXDDXIDDIXDDIXIDIKC 2 Listener Backen dXXXXXXXXXXIXXXXXIXXXDIXXIDIXKXXXIXN]
DD FOFAXShodan KXKXXXXXXXXIXIX

MXXIIXIXIXR e dire ctordXXXXIXIN Nginx ¥ Caddy XXX Web KXKXXXXXXXXXXXXXXXDPIXXXIXN]
DODXXDIXXDIIXIXIXIXIXIXIXIX] C 2 XXX m TLSXXIX TCP MXIKXIXIX Web XXKIXXKXIXIXXX

KXY Wire Guard KXY “MIPKDisposable Front-EndsX-> XXX Hidden
ListenerX” KMXXXXXXXIXXXY Caddy + Socat XX Web MXXXXXXXXXXXXXMIXXXIXXN

DD BDIDXXBXBDBDIDAY PS- A KXY PS-B KPP WireGuard KXIXXXXXX
XXX C 2 XXX P'S - CIRK

KX IP (XIX) WireGuard XX IP XIXDXIXIXIXIXIXIX

VPS-A ((IKKIKKK) ~ 192.0.2.1 10.8.0.2 Caddy (80/443 KXXK
KHTTP/HTTPS KX)X
Socat (8443 XXXXIXIXIX
X TCP/mTLS KX)

VPS-B (XXXXXIXX) 198.51.100.1 10.8.0.3 XX (XIXIXDXIXIXIXIXIXIXIX])

VPS-C (C2 KXXXX)  [00/00000 10.8.0.1 C2 NXMKK (MXKKX
8080/8443)

¢ XN WireGuard XXX KKK wg genkey | tee
privatekey | wg pubkey > publickey

KXW ire Guard XXX
RIKKIKKKKN C2 BRIV PS -CIRIKK Wire Guard KMKKKKKS er vee rBRKKKKIKIKIKIKIKIKIKIKAY

1. VPS-C (C2 XXXXKX) WireGuard XX
XXXIXIX/ etc/wireguard/wg0.conf

[Interfacel]
Address = 10.8.0.1/24



51820
[VPS_C_[000000]

ListenPort

PrivateKey

# Peer 1: 0000 VPS-A
[Peer]

PublicKey = [VPS_A (0001
AllowedIPs = 10.8.0.2/32

# Peer 2: 0000 VPS-B
[Peer]

PublicKey = [VPS B 0001
AllowedIPs = 10.8.0.3/32

2. VPS-A (XXXXIX) WireGuard XX
XXXIXX/etc/wireguard/wg0. conf

[Interface]
Address = 10.8.0.2/24
PrivateKey = [VPS_A (0001

[Peer]

PublicKey = [VPS _C [O00000O]
Endpoint = [VPS C [JO0IP]:51820
AllowedIPs = 10.8.0.0/24
PersistentKeepalive = 25

3. VPS-B (XXXXX) WireGuard XX
XXX/ etc/wireguard/wg0. conf

[Interface]
Address = 10.8.0.3/24
PrivateKey = [VPS B 0001

[Peer]

PublicKey = [VPS C [OO00O0O0O]
Endpoint = [VPS C [0 IP]:51820
AllowedIPs = 10.8.0.0/24
PersistentKeepalive = 25

@ KXXIKIK * KIXXKIKV PS-A/BRKIK Allowed IPs KKKKKKIKIKIKK10 . 8 . 0 . 0,/ 2 4BXRKKIKIKKXKKIKKXKY
XXX 10.8.0.1 KXKXXIX * PersistentKeepalive = 25 KXXXXXKXXIXK 25 KXXKKXXKXIXKIXIXIXIKIX]

IXIXDXDXDXDXDIXIXIXIXIXIX]




MXXXWeb XXXXXIXX Caddyfile XXX

XXX VPS-A X VPS-B XXX Cad dyXXXRXXXXRXXRXXXRXXRKIXXDIXXKPE XXX IXXKIXIXIXIXXIX]
XIXDIDXDIXDXDIXIXIXIY 10 . 8.0 .1: 8086K

XXXXXIXVPS-A / VPS-BXIXIXIX /etc/caddy/Caddyfilel
# VPS-A [0 c2-primary.yourdomain.com / VPS-B [JJ c2-backup.yourdomain.com

c2-primary.yourdomain.com {
tls your-email@example.com

# 000000000000 €2 O0000ooOO000d
# 0000000000000 €2 Profile / Profile Malleable [000
@c2 paths path /api/vl/data* /static/assets/cache*
handle @c2 paths {
reverse proxy 10.8.0.1:8080 {

header up Host {upstream hostport}

header up X-Real-IP {remote host}

header up X-Forwarded-For {remote host}

}
}
# J0000D0000OOODOOOOOOOCOOOCDOOCDOOO
handle / {
reverse _proxy https://news.ycombinator.com
¥

XXX TCP KX Socat XXX
XK C2 KIKRIKIXKIAR TSR T CP KRR KRR AR RRIXKA KKK
XX Nginx/CaddyXXXXXXXXX TLS MXXXXXXXXXXX]

DDV PS-A /| VPS-BXXXXXIXX Socat KX XXX TCP XXXKXKXXXXXXXXXXXXXXX]
XXX TCP KXXXXXHIXIXKXXIXIXN

IXDXDXDXDXDXDXXXIXDXIXDXDIXIXEXIXXIX]

nohup socat TCP4-LISTEN:8443,fork,reuseaddr TCP4:10.8.0.1:8443 > /dev/null
2>81 &

*HTTPS KXXXX VPS-A X VPS-B K 443 XX -> Caddy XXXX -> KXXXXXXX
XXX Web MXXX 10.8.0.1:8080X * MXIXXXXXX VPS-A K VPS-B K 8443 XX -> Socat MXXXXX ->
KXPDDDDDPIDPDDINN 10 .8. 0.1 :8443X

XX TYXXIXIXIXIXIXIX XX DX XX XX XXX IKIXIKIXIKIXIX



1. KXY P S - A BV P S - BEXXXIXXDXDXRDDIXXIXIXN]

2. VPS - A XXXIXXXIXIXIX TP MXXDDIXDXDIXDDIIXIN wg 0 . conf KXX
XXX VPS - A X PeerXXXXXXXIXXXXXXXDDIXXDXKXIDDIDDPIDDDPIXIN WireGuard KX
XXX TPRXDIXXIDIXIDIXIXIN Beacon XXXXXXX

DD XIXIXIXIXIX X Bilibili KXIXIXIXXIXY

XDPDPPDPIDITDI Redirector)XX - KX Sliver C2¥WireGuard X
Caddy X Socat XXXXXXXXXXIXIX


https://www.bilibili.com/video/BV1LQXjBTEEV
https://www.bilibili.com/video/BV1LQXjBTEEV
https://www.bilibili.com/video/BV1LQXjBTEEV
https://www.bilibili.com/video/BV1LQXjBTEEV
https://www.bilibili.com/video/BV1LQXjBTEEV
https://www.bilibili.com/video/BV1LQXjBTEEV
https://www.bilibili.com/video/BV1LQXjBTEEV
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