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MXDDDDDDPDDDDDDDDDDDIDII ~/ . ssh / conf i g KXXXXXDDXXXXXDDDXDDPDDDDDDDDXDIPIIN

XDPDXDEDDDXDPDDIXIIIN SSH XXX FID Q2 XXX conf . d MXXXXIXIXIK
XXXXDIXIXIX ControlMaster XXXXXXXXXXXIXIXIXIXIX

XIXDXXDXXXDAXIXEXIX]
SSH XXX RIXXRAXXRRXRXRIXXRXXXRN
MODIDAIXN]

# [00000000DODODO0OCO000O
mkdir -p ~/.ssh/conf.d ~/.ssh/keys ~/.ssh/controlmasters

touch ~/.ssh/config

# 00000000000 7eeddo0ddn 600
chmod 700 ~/.ssh/conf.d ~/.ssh/keys ~/.ssh/controlmasters
chmod 600 ~/.ssh/config

2. XD vs XXX
KRR RRRIKIKRRRRIKIKRR

XXX (FIDO2 / U2F)
XXXDDIXIXIP 1 0 AXXIXKIIXIXIXIB a st 0 nBRXXIXXXX FTD O 2. XXX XXX

IXIXIXDXIXIXIXIXIXIXIXXIXIXIX
cd ~/.ssh/keys

# 000 FIDO2 [J Ed25519 00
# -0 resident: [O00000COOC0OCOCCOCOOOOCO
# -0 verify-required: (000 PIN QO0O00
ssh-keygen -t ed25519-sk \
-0 resident \
-0 verify-required \
-0 application="ssh:Cloudhost-Sens-2026" \




-C "Cloudhost-Sens-2026" \
-f id ed25519 sk sens

KX (Ed25519)
XXXXIXIXIXID e vIXXXDPIXIXIXXIX DX Ed25519 KXXDXXXX RS AKX

# 0000 Ed25519 [0

ssh-keygen -t ed25519 \
-0 application="ssh:Standard-2026" \
-C "Standard-2026" \
-f id ed25519 std

# (0000000 Passphrase OO00000000
ssh-keygen -p -f ~/.ssh/keys/id ed25519 std

XIXDIXDIXDDDDXDDDDIDIXDAXIN I ¢ 1 ud e XXDXXXXDDXDDIXDIXXDDIXIXXN

XXXXIXIX~/ . ssh/config

IXDXDXDXDXIXDXXXXIXDXDX DX XXX DXDXIXIXIX]

# [0 macO0S JO000000000000 UserKeychain[[OOOOOOO
IgnoreUnknown UserKeychain

# 000000
Include ~/.ssh/conf.d/*.conf

XXX~/ . ssh/conf.d/10-sensitive.conf
MXXDXIXIXBastion/Prod XEXXKKXXXIXXXDXXXXIXIXIX

# 10-sensitive.conf

Host bastion prod core-* sensitive
# [(00000000COCO Agent [OOO0OCOOCOOODOOOCOCOCOCOC
IdentitiesOnly yes
IdentityFile ~/.ssh/keys/id ed25519 sk sensl
IdentityFile ~/.ssh/keys/id ed25519 sk sens2

# 00 SSH Agent [00000000COOCOCOOCOCO
IdentityAgent none

AddKeysToAgent no

ForwardAgent no

StrictHostKeyChecking yes



PasswordAuthentication no
LogLevel VERBOSE

XXDPDXIDDIIXIK~ / . ssh/conf.d/20-access.conf
XXXXXXXIXIXXIANS 0 ck s 5 KIKKXXXIKKKIXIXIXIN

# 20-access.conf

Host core-kali
HostName 52.52.50.188
User kali
Port 22
PubkeyAuthentication yes
IdentitiesOnly yes
IdentityFile ~/.ssh/keys/id ed25519 sk sensl

Host test-vm-kali
HostName 192.168.56.129
User kali
Port 22
IdentitiesOnly yes
IdentityFile ~/.ssh/keys/id ed25519 std
IdentityFile ~/.ssh/keys/id ed25519 standard
DynamicForward 1080 # (000 Socks5 [O0O0O00
PasswordAuthentication no

Host commando-win
HostName 192.168.95.155
User admin
Port 22
IdentitiesOnly yes
IdentityFile ~/.ssh/keys/id ed25519 std
IdentityFile ~/.ssh/keys/id ed25519 standard

XXX~/ . ssh/conf.d/90-defaults.conf
XXX C ontrolM as te rXXXXKKKXXKKXXKKXXKKXXKKKKXKKXXIKKXY TCP X

IXDXDXDX DX XXX DX DX DX XXX DXDXDXIXIXIXEY]

# 90-defaults.conf

Host *
# [000000DO000000000000000C0C0C
ServerAliveInterval 30
ServerAliveCountMax 3
TCPKeepAlive yes

# (00000



IdentitiesOnly yes
ForwardAgent no

AddKeysToAgent no
HashKnownHosts yes

# (000 TCP OOOO
ControlMaster auto

ControlPath ~/.ssh/controlmasters/%C
ControlPersist 10m

# (000000 ASCII OO0000000OCOOOO0OOOMITMOCOO
VisualHostKey yes

DO EXDIIXXIXXIKIIXIXIIXIX SSH. XXX

XXX ~/ . ssh/conf .d/ KXXXIXIXIX dotfiles KXXXKKXXXXKIXXRIXXXKIIXXDIIXIXIIXIXIXIKX]
IXDDDDDIDIDIDIDIDIN key's/ BN . gitigno reXXXXXXXXXXXXXK

o XDIXDXDIXXDIXIXIXDIXIXIXIXIX] Bilibili XXX XIXIXKIXDIIXEXDIXXKIXIXX SSH XXIXX - XXX SSH. XXX
Fido2 KXXXXSSH-AgentXSSH XXXXXXXXXX
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